Abstract. This article is a survey of the latest technologies, algorithms and state of the art localization techniques that can be used to serve as Internet of Things communication protocol by automating an RFID system. There is a lack of a reliable and up-todate reference that can help inventory management systems developers and operators to enhance the management system efficiency, maximize the productivity, and minimize the material loss. Several low cost IoT devices and associated technologies, such as Radio Frequency Identification system, are widely used today in several applications, including educational, transportation, animal tracking, inventory object tracking, and so many others. In this paper, we present a survey of the state-of-the-art technologies, algorithms, and techniques used in smart Radio Frequency Identification systems based inventory systems. We first outline the design challenges for RFID-based inventory management systems followed by a comprehensive survey of various RFID technologies, RFID types, and RFID architectures. In addition, the latest researches in the RFID infrastructure and middle wares are evaluated. This includes passive RFID Tags, RFID Antennas, RFID middleware, and the RFID Reader. Finally, the paper presents the advantages and performance issues of different techniques in passive RFID, and investigates the collision and anti-collision algorithms for these types of applications.
1. Introduction. The recent civilization has forced a major expansion of cities around the world, which resulted in a continuous society and economic growth. This has driven the demand for mobility and automation of manual processes by users in order to make them smart, which will enhance the quality of life. Technology is being deployed in several infrastructures that are very complex and limited by its geographical location [46] . This resulted in several challenges in the design and implementation of devices to be used in such areas. Mobilizing infrastructure requires a high level of balance between applying service solutions in order to meet the imperative mobility demands and to avoid a future mobility collapse. As a result, mobility related data must be gathered in order to be used to facilitate the public transport use, control traffic, connect emergency services with other health and the executive authorities, facilitate library processes and many other purposes which are too many to be enumerated in this paper [46, 34] . The engine that provides an environment to exchange mobility data between services is Internet of Things (IoT).
IoT can be simply defined in the scope of this article as a network that connects real-life objects into one network, using intelligent network devices, in order to exchange a specific set of information, to form an informational network that is integrated, based on standard communication protocols, Radio Frequency Identification (RFID) for instance. While there is no common definition for IoT, as it depends on the context of the application. In the context of this paper, it can be conceptually defined as a dynamic global network infrastructure with self-configuring capabilities based on standard and interoperable communication protocols. As physical and virtual "things" have identities, physical attributes, and virtual personalities and are seamlessly integrated into the information network. It can be seen as a new paradigm that includes a wide range of new technologies [4, 20, 17, 21, 3, 41] .
RFID is the most common underlying communication protocol that serves the IoT concept, by connecting everyday objects using an RFID network. RF Identification is an object identification mechanism in which wireless communication technology is used as a communication protocol, which uses Radio Frequency (RF) signal for the communication between the RFID antenna and the tag. The physical objects are made active 348 A. Alwadi, A. Gawanmeh, S. Parvin, J.N. Al-Karaki network components by attaching a network interface to these objects. Using these interfaces, services will be able to interact with these "smart things/objects" that will provide the necessary link via the internet, to query and change their state, and retrieve any information associated with them, taking into security and privacy issues which will be solved by introducing the appropriate algorithms [5, 37, 3] . In our daily life, retrieving information from the connected things in the network will result in a huge data, which will require instant processing and analysis.
The revolution of cloud computing and IoT provides an opportunity to make technology touches unprecedented areas of our daily life. However, IoT consists of a number of heterogeneous devices and applications which their exchange information can differ in the format, size, and sometimes the protocol. That makes it hard for traditional cloud computing servers to recognize and process the exchanged information between the servers and the objects. Therefore, an improvement on the cloud computing servers is required to efficiently schedule and allocate IoT requests [36] .
Cloud computing is a newly developed trend of the use of information technology (IT), which virtualizes the way computing resources are used and managed through new techniques. Cloud has shifted the IT industry to a new era with plenty of opportunities, induced a revolution in IT applications, and significantly influenced the way businesses use IT to create competitive advantaged. Commercially, the majority of the IT solutions providers recognize IT as a strategically crucial resource that contributed in the latest revolution, by bringing substantial benefits, such as cost saving, scalability, mobile storage, ease of access, better security, energy saving, and environment benefits [11, 44] . Cloud computing is a shared IT infrastructure where computing resources are scattered but linked together through the internet into a large pool of computing resources. That could automatically adjust the allocation of computing resources as the need for computing service fluctuates, resulting in higher utilization and productivity [11, 25] .
Inventory management is a critical component of efficient supply chain management that is vital for success in a modern computing infrastructure. It is well-known that supply chain inventory management decisions depend on inventory data gathered from automated or manual control systems [49] .
There are some complementary attributes between cloud computing and IoT. For instance, the centralized nature of cloud and the pervasive nature of IoT, the virtual nature of cloud supplements the real-world things in IoT, the ability to store a huge amount of information supplements the limited storage space for IoT [35] .
In the next section, the concepts of IoT and Cloud will be briefly introduced, the relationship between them, and how IoT contributed in automating cloud based inventory management systems. In section 3, RFID Principles and Categories is explained. Section 4 explains possible middleware servers to run inventory management systems. And finally, conclusions and future work is explained in section 5.
Internet of Things and Cloud Systems in Inventory Management
. Technological innovation and development has seemingly become the new de facto standard across many research facilities around the world. Technology users are wired in and logged on across the planet, each minute collectively generating or consuming 640 terabytes of data, photos, and videos on their handheld computing devices, tablets, and, more recently, wearable devices. In 2016, more than 5.5 million connected devices are added every day, and IoT is well on its way to involving more than 20.8 billion devices worldwide by 2020 [51] .
IoT in Inventory Management.
IoT is creating a new operation environment where each physical asset is individually identified with an ID, intelligently connected into a network, and digitally visible to the whole supply chain at a by-unit level and in real time [7] . IoT underlies almost all the emerging technologies used today. Mobile phones are the most prevalent example of popular technology. Driverless cars, is another application of this technology, which works through interconnectivity between the road, online maps, and other connected data, including weather predictions and traffic reports [51] . The BodyGuardian is a wearable sensor system that can remotely read a patient's biometrics (electrocardiogram, heart rate, respiration rate and activity level), sending data to the patient's physician and allowing users to go about their daily lives outside of a clinic facility [3, 51] .
Similarly, by linking machines, products, people, and supply chain members, IoT provides a new environment for supply chain managers to manage and control inventory resources using applications that run on middleware servers [7] . The feasibility and flexibility of the architecture of this supply chain was proposed through a detailed implementation that uses wireless sensor networks and web services to introduce the use of the smart object framework, these networks encapsulate RFID, sensor technologies, embedded object logic, object ad-hoc networking, and internet-based information infrastructure to realize the real-time monitoring of the flow of goods through a supply chain [54] . The implementation of RFID in the supply chain was employed to achieve real-time inventory monitoring and information sharing, such approach can help the system attain high environmental and economic benefits [54] . The network of inventory objects is shown in Figure 2 .1. By attaching an RFID tag to every item in the inventory, the tagged object becomes part of the network. The inventory administrator uses the handheld RFID readers to scan the objects, handheld readers nowadays can be wireless and smart with processing capabilities, they are connected to the middleware using any of the various computer cables or wireless using Wifi communication protocol IEEE 802.11. The reading distance between the reader and the tags cannot exceed a few centimetres, and both ends must be held appropriately to achieve the required polarization angle. The cloud is serving as the middleware provider for the management system. RFID and associated technology extensive use of in several applications, including educational, transportation, animal tracking, inventory object tracking, and several industrial applications. This have made it recognized as a standard for IoT applications. Two main reasons contributed in this standardization, the increasing demand on this technology and the availability of RFID tags at very low prices. As a result, the cycle of manufacturing RFID-related products has speeded up lately [33] .
2.2. Cloud Systems in Inventory Management. Cloud computing is a shared IT infrastructure where computing resources are scattered but linked together through the Internet into a large pool of computing resources and that could automatically adjust the allocation of computing resources as the need for computing service fluctuates [11, 15] . This results in a model for provisioning processes, applications and services that is potentially cost-efficient. In addition, it can make IT management simpler and increase business responsiveness as well [15] .
The evolution of Cloud Computing concept has been driven by the accelerated shift in the computing paradigm in the past half century. Initially, computing power existed mainly in mainframes shared by users using terminals. Standalone personal computers had their share of this revolution, they came powerful enough to process the users' tasks. This has encouraged another phase of this evolution. Users having powerful computers can now exchange information, and share processing power using computer networks. The next phase of the evolution is the internet, a network of local networks connected to form a more global network to utilise remote applications and resources. Finally, the concept of distributed systems came along, which is an computerized grid that facilitates sharing the computing power and storage across the network components. This forms the backbone of cloud computing, as cloud enables utilization of the available resources in a scalable and simple form [15] , unlike a mainframe is a physical machine that offers finite computing power. Unlike mainframe, a cloud represents all possible resources on the Internet, offering infinite power and capacity. Cloud computing applies distributed arithmetic techniques, which allows developers to more easily develop application services. It can automatically manage large numbers of computers for task and storage distribution. In 2003, the NSF invested USD 8.3 million to support the network virtualization and cloud computing VGrADS, was launched by the top U.S. seven colleges, which was when the research on cloud computing was born [14, 32] .
Cloud plays a key role in RFID identification process through:
• Managing the hardware resources in the RFID network efficiently, RFID readers, antennas, and tags.
• Managing the information flow from/to the inventory repository regardless of the type of the database engine or the platform used.
• Running the inventory management software, and provide the users with a platform-independent, stable, and robust real-time management software. The user must interactively be able to access the management system, add, modify or delete inventory resources, and the changes must take effect instantaneously. Cloud computing is organized into three standard service models [19] , see Figure 2 .2:
• Infrastructure as a Service (IaaS): The cloud vendor provides the servers (such as processing capability), storage (such as replication, backup, and archiving), and connectivity domains (such as firewalls and load balancing).
• Platform as a Service (PaaS): Describes a model in which the cloud vendor provides the platform that allows creation and deployment of applications and services the organization accesses through the Internet.
• Software as a Service (SaaS): The cloud vendor has complete control over the application, including capabilities, updates, and maintenance. The user is provided with a secure and versatile service accessible via the internet.
3. RFID Principles and Categories. RFID can be used to locate and track items in warehouses and during the entire shipping route as well [53] . Furthermore, RFID has extensive applications such as transportation and logistics, asset tracking, inventory management, and healthcare [58] , object identification and tracking [56] , security in airports, malls and military bases [31, 48, 53, 55, 56, 58] , and so many others. In this article, an overview of the RFID technology and its history is first provided, then RFID types and architectures are explained. In addition, the article analyzes the latest developments of RFID infrastructure and middleware architectures, starting from passive RFID Tags, RFID Antennas, RFID middleware, and the RFID Reader. Finally collision, and anti-collision algorithms in RFID will be explained.
RFID networks can be divided into three main categories based on the tag types: Passive RFID, active RFID, and semi-passive RFID Tags. All three types contain integrated circuit that store tag information [33] . Passive tags are called passive because of the lack of power source, they depend on the energy transmitted from the reader antenna radio frequency signal to power up the tag. On the other hand, active tags contain a small battery that provides the integrated circuit with the power required to operate the tag circuitry, which is why active tags have better coverage, enhanced storage capacity, and they are often programmable. While passive tags on the other hand, have smaller read range, less memory capacity and they are usually programmed once [33, 40, 50] .
Passive UHF RFID is being widely used in order to identify and track several types of inventory items as illustrated in Figure 3 .1. Before moving to the technical aspects, one technical term that is tightly bound to RFID needs to be explained, which is Load Modulation. For the antenna to transfer data, a basic system of modulation resistance, in parallel with the tag antenna is switched on and off at a rate governed by the signal data, the receiver on the other side will need to strip out the carrier signal [45] . The tag's antenna captures energy from the transmitted signal, and transfers the modulated signal which contains the tag ID. The receiver circuit is often called transceiver, it is responsible of managing the tag's power in general. In other words, it captures the energy received by the tag's antenna, and release it to feed the tag components. The receiver circuit has gained a considerable amount of research during the recent years [4, 10] . The memory chip contains a preprogrammed unique Identifier [4, 50] . [4] RFID tags are usually classified based on the ElectroMagnetic (EM) wave that is used to transfer the signal. The first category is Near-Field, which depends on the direct magnetic induction of the transmitted signal. The second type is Far-Field, which depends on capturing the energy release from the electromagnetic wave, which is a result of the transmitted radio wave from the antenna. The principle of the communication protocol in both techniques is similar. Both of them utilize the electromagnetic field attached to the RF signal to transfer information, the power transferred normally varies between 10 mW and 1 mW [50] . Far-field is generally used in applications where a long read range is needed. Near-field RFID is generally used to track tags in areas contain metallic barriers [18, 38, 4] . Inductive coupling technique is preferred in most near-field RFID applications mainly for one reason, the flexibility of using the load modulation techniques to transfer signals between the tag and the antenna and vice versa [39] . On the other hand, the electromagnetic field in far-field is radiative in Coupling captures EM energy at a tag's antenna as a voltage disturbance. Part of the energy reaches a tag's antenna is reflected back due to an impedance mismatch between the antenna and the load circuit. The amount of reflected energy vary depending on the impedance of the antenna. This is called Backscattering [28] . The Table 3 .1 clarifies the characteristics of Near-field versus Far-field and their usage.
3.1. Near Field RFID. Near-Field is a technology where magnetic coupling is used for communication between the reader and tag. In this technology, the modulated RF signal is transmitted through magnetic induction, where the reader passes an AC current through a coil inside the reader, which generates a corresponding alternating magnetic field. A capacitor is used to rectify this voltage, a reservoir of charge accumulates, which is enough to power the tag chip [33] . [50] Near-field coupling tags use low carrier frequencies. The two most commonly used are 128 kHz and 13.56 MHz. For instance, the maximum read distances are 372m for 128 kHz and 3.5m for 13.56 MHz. The disadvantages of using low frequencies in near-field are [4, 9] :
• To capture the RF signal, an antenna with a large coil is needed, as the power generated from the antenna is very low.
• The radiated power decreases heavily as distance increases.
• A low data rate resulted from the low bandwidth used. Due to its design simplicity, Near-Field system was one of the first RFID techniques to be used for the implementation of RFID tags, in particular, passive ones. This technology, however, suffers from physical limitations due to the need of very close contact between the tag and the antenna in order to produce coupling. The range of magnetic induction that can be used is highly dependent on the tag's frequency. As the frequency of operation increases, the distance over which near-field coupling can operate decreases. The energy available for induction is another limitation as a function of distance from the reader coil. As distance increases, the magnetic field drops off at a factor, which can be calculated in the equation [33, 58] :
F is the drop factor, and r is the distance between the antenna and the tag. Since applications require maintaining a fixed read rate, tags with with various polarization poles must be detectable, as a result, more tag requirements have arouse, for instance higher read rate and higher radio frequency. These requirements have resulted in using far-field in passive RFID identification [33] . Power path transmission loss in near field is defined in literature as:
where P r is the received power, K is constant that depends on antenna gain and wavelength, P t is the transmitted power. In addition, for near field α can be considered as: 2 < α < 4. The read range for near-field coupling is narrow.The conventional solid-line loop antennas with one operating wavelength can produce uneven magnetic field over the interrogation area, since phase-inversion occurs across the loop conduction material, and therefore the electrical current reaches zero as it passes the antenna material. The reliability of RFID tag detection depends on the strength of the magnetic field. Hence, the relatively weak field in far end regions of the interrogation zone results in degradation of the detection reliability. As a result, the reader antenna must be redesigned to accommodate a larger antenna in order to maximize the coverage area. For instance, a tag antenna of size 150 × 150 mm 2 can compensate the shortage in the read distance. [33, 58] .
Far Field RFID.
To transfer signals, Far-field system utilizes the electromagnetic field that results from the emittance of the radio frequency signal. Far-field systems operate at the UHF region of the spectrum, normally between 840 MHz and 960 MHz, or microwave frequencies, between 2.45 GHz and 24 GHz [8] . A dipole antenna that is imbedded in the reader antenna transmits EM waves to the tag. The EM wave triggers an alternating potential difference once received by the tag's small dipole antenna, which appears across the antenna circuit, this forms an alternative current that is passed through to a diode which is also linked to a capacitor, which will then be rectified as an energy that the tag uses to power up the chip. However, unlike inductive coupling, tags are beyond the range of the reader's EM wave area, and information cannot be transmitted back to the reader using load modulation [50] .
A far-field system's range has some limitations, which can be summarized: 1. The amount of energy received by the tag. 2. The sensitivity of the reader's antenna to the signal received from the tag. As the electromagnetic wage travels, attenuation occurs on both sides of communication, between the antenna and the tag, and the response signal from the tag. The received signal is expected to be weak. The returning energy from the tag is [33, 58] :
where r is the distance. Nowadays, the semiconductor revolution has helped in reducing the size of the electronic materials in general, which helped in decreasing the power necessary for these components to consume in order to operate as expected, RFID tag has had its share of this innovation, power consumption continues to decrease, which helped in expanding the RFID operations and usages. In addition, low cost customized RFID tags can be designed and manufactured. These can efficiently read from a wider distance which sometimes can reach up to 6 meters with power usage as low as 100 dBm [50] .
3.3. RFID based Communications. RFID systems operate in a different range of the spectrum depending on the antenna and tag design, which can vary from 100 kHz to 5.8 GHz. The underlying technology requires the RFID systems to operate in the UHF frequencies occupying the ISM bands 860 -960 MHz, according to frequency band allocation in each country. The read range offered by UHF RFID makes this frequency the most attractive for use by supply chain management. The allocated band at ultra-high frequency (UHF) ranges from 860 MHz to 5.8 GHz [33, 16, 13] .
3.4. RFID Tag. RFID tags are passive, active or semi-passive. The term, passive or active is referred to the power source that the tag uses to extract the required energy to operate. Passive tags retrieve the energy from the electromagnetic signal transmitted from the reader's antenna. The tag retrieves the required energy from the interrogating wave or from a modern antennas have a dedicated port that transmit constant signal to power up tags in the range. The second type of tags is active tag, which have internal batteries as a power source, to enhance the reading range. Passive tags have the lowest price in terms of manufacturing cost, they do not require maintenance, more compact and lighter [33, 16] .
Semi-passive tags are similar to the passive tags in the way they operate, they use backscattering technique to respond to the reader. The main difference is that semi-passive tags have batteries to power the chips that are embedded in the tag, which is used in conjunction with integrated electronic components such as sensors. Semi-passive tags have almost the same characteristics of the passive tag (reading range, operating frequency) [13] .
RFID tags contain RF transponders with digital memory chips that are uniquely identified. The antenna packaged with a transceiver and decoder, emits a signal activating the tag, refer to the Figure 3 .3 [4, 33] . A brief description of each RFID tag component is mentioned below [52] :
1. RF Interface The radioactive component of the tag, which performs the following:
• Supply RFID transponders with power by generating the required energy.
• Modulating the signal in preparation for the transponder to transmit.
• Reception and demodulation of signals received by the transponders. 2. Control Unit As the name implies, this part of the tag controls the tag operation, by performing the following functionalities:
• Execution of the application software commands.
• Signal interpretation.
• Controls the communication with the transponder.
• Anti-collision, and encryption can be implemented in the control unit.
• Transponder-reader authentication. The capacity of the tag varies depending on the specifications of the vendor. It is very common ti find most modern tags with a capacity of up to 2,048 bits of information [33, 52] . This is enough to store the necessary information required about library items.
3.5. RFID Reader Antenna. As explained earlier, RFID reader antenna transmits signals as electromagnetic wave called radio frequency wave. Antennas can be classified into two main types based on the characteristics of the transmitted signal [26] :
• Linear Polarization: The electromagnetic wave propagates in a single direction, vertically or horizontally, depending on the orientation. These antennas are also referred to as Dipole antennas. This type of antennas is recommended to use when the tag has fixed orientation. Therefore, it is commonly used in hand-held readers in warehouses and inventories. In order for this antenna to work, the reader and the tag must be aligned together. This is a major drawback of this type of tags.
• Circular Polarisation: The electromagnetic wave covers the two planes during propagation, in a circle-like motion that resembles the motion of a screw, which makes this type more efficient than the linear polarization for two main reasons: The wide coverage area, and the tag orientation does not have to be inline with the antenna in order to make a successful read. One disadvantage of this antenna is energy loss, since the majority of the energy in the transmitted signal lies within the first few waves, as illustrated in Figure 3 .3. RFID antennas have also a commercial classification that divides antennas into two main groups, based on the number of ports that the antennas have [26] :
• Monostatic Circular: This antenna is equipped with a single port, which is used for transmission and receiving of the RFID signals.
• Bistatic Circular: This antenna has a dual ports, one for transmission and one for receiving signals.
This type of antennas is more common, but it is more expensive. Both antennas can be manufactured with a Listen Before Talk (LBT) port, which is a dedicated port that listens for signals before sending RFID signals. The read range for both types depends on [29] :
• The available power at the reader/interrogator to communicate with the tags.
• The quality of the tag's circuitry, and its ability to capture the released energy to power the tag's components.
• The environmental conditions and structures, as the operation frequency increases, the probability of the signal being obstructed by metal or a wall is higher. The released wave from an antenna propagates in space in a circular motion, its strength diminishes as the traveled distance increases. The design of the antenna determines the shape of the delivered wave, as a result the read range and the positive identification of tags are also affected by the distance between the reader and the tag, as well as the orientation of the antenna. In an ideal situation, free of obstructions or absorption objects, the signal strength decay in inverse proportion to the cube of the distance (refer to equation 2) [22] . When an antenna transmits a power signal, regardless if it was a constant power signal or a regular RF signal, the tags in the range are powered up and will reply with their identification signal, for a large number of tags, this will cause an issue, it is called collision, which heavily affects the efficiency of identification.
3.6. Collision and Anti-Collision Algorithms. Collision is an undesired interference that occurs between radio signals initiated from two or more radio frequency components that lie within the frequency range of each other. Normally, an inventory system equipped with passive RFID contains a high density of RFID equipment that transmit signals around, collision happens often when two or more radio active components reply to the reader simultaneously. Collision is a critical terminology in RFID networks for the following reason, when the reader antenna transmits the power up signal, which normally happens by sending the read signal, all tags within the reach of reader signal will detect and respond to it with their modulated signals. Collision occurs here as a result of the antenna receiving tens and sometimes hundreds of response signals from the tags. An algorithm is required to "detect" or organize each tag's signal and marshal the signals in orderly manner without interference of signals from other antennas or tags, applying anti-collision algorithms enhances the network throughput by reducing the time required to perform the identification. Various anti-collision algorithms have been proposed, the main two algorithms: (a) ALOHA-based algorithms, the frequency range is divided into time slots, each time slot is assigned to one tag only. (b) Tree-based algorithms that group the tags into a tree with branches that contain subsets. The identification of tags is achieved by iterating through the tree branches [4] .
ALOHA is an algorithm built based on reducing the probability of tag collision by assigning time slots to tags. It utilizes Time Division Multiple Access (TDMA) to implement a collision resolution [30] . This document focuses on ALOHA-based algorithms for two main reasons, they work well with Read-Only tags, in other words, they don't require the tag to be reprogrammed to hold extra information. The second reason is simply because they are the most frequently used anti-collision techniques. Dynamic Frame slotted Aloha (DFS-ALOHA) in particular will be discussed in this article. By anticipating the probability of collision to estimate the number of tags in the interrogation zone, the algorithm determines the appropriate frame size depending on the number of tags. To avoid collision, DFS-ALOHA algorithm allocates a random frame for each tag to transmit data in. The bandwidth is divided into frames, and the frames are divided into slots. The system efficiency depends heavily on numerous factors: The amount of tags, the distribution of tags around the antenna, and the estimated frame size [23, 47, 57] . However, ALOHA-based algorithms have one disadvantage, "Starvation". A tag may not be allocated a time slot to use to load its signal, which makes it undetectable by the surrounding antenna(s), as a result, the tag may not be detected for a a period of time, and sometimes forever [12] . Tree-based algorithms are deterministic, they use a search tree to identify tags that fall in the frequency range of the antenna by classifying the tags in the interrogation zone into a tree. The algorithm iterates through the branches until all tags have been identified. Tree-based algorithms are divided into three types: Binary Tree (BT), Query Tree (QT) , and finally Binary and Query Tree, which is a combination of both [16, 24, 27] . QT uses tag IDs to group the tags into subsets, then the system iterates through the subsets by dividing all subsets into groups that contain a set of two. The efficiency of the identification process is affected by the distribution of tags in the system. BT uses randomly generated numbers to identify the tag groups, which requires reprogrammable tag memory to store the assigned number in order to make this algorithm more efficient, however, in case of passive RFID reprogramming the tag chips are not programmable [6] .
Middleware for Inventory Management.
The Middleware is a software that facilitates the exchange of information between the applications, repositories and the integrated hardware. It is an engine that deploys the binaries and application executable files which are responsible of managing the flow of data between the antennas, readers and the management application. The middleware application server operates the integrated components, and manages the flow of information between the application and the peripherals. It also supports readers with the connectivity, context filtering and message routing, and integration with the server interfaces. To achieve successful tag identification, the middleware must achieve the following [6] :
1. Real-time processing of transaction events from the hardware components. 2. The middleware must provide a common interface to access different kinds of hardware offering different features. RFID middleware is composed of four main layers [6] :
• Reader Interface: This layer is close to the RFID hardware. It manages the flow of information with the RFID hardware components. It manages the hardware interface related parameters, for instance reader protocol, and reader interface.
• Data Processing and Storage: Processing the data received from the readers, and storing the transformed information into a repository.
• Application Interface: Providing the user with user friendly interface required to control the RFID Middleware application and configure the components attached to it.
IBM WebSphere Premises Server.
WebSphere Premises Server is a framework that is based on the foundation of a service-oriented architecture (SOA). It can efficiently deliver several services though which sensor integration solutions are supported. As a result, this server can provide a robust, flexible, and scalable platform for capturing application-driven information from sensor data. This platform can be used for integrating new sensor data, identifying the relevant application events using situational event processing, and then integrating and acting upon those events with the deployed SOA application processes, which are designed to handle those events, process them, and store them in the designated repository [15] . The middleware application must be built with an integrated sensor-based functionality in order to retrieve data from sensors, and build business transactions out of these raw input data that can lead into business decisions. WebSphere Premises Server delivers the platform of scalable, reliable end-to-end sensor business solutions by [15] :
• Extending IBM SOA process integration platform to integrate applications with sensors to provide them with sensor data and events allowing system administrators to flexibly deploy applications at runtime [15] without the need to reorganize or restart the server.
• Providing an engine with intelligent business rules to develop identification for complex events from multiple types of sensor data.
• The server is bundled with system features to support real-time location tracking services, including device interfaces for RFID components, core localization processes and a graphical user interface for location visualization.
• Enhancing device driver services, allowing a single core platform to support multiple sensor types including passive RFID, active RFID and sensors.
• Providing an Integrated Development Environment (IDE) friendly platform for integrating sensor devices using customized applications.
• Integration with WebSphere RFID Information Centre to enable the deployed applications to efficiently manage and integrate sensor information with enterprise applications as well as securely share sensor information and events with selected third party applications.
• WebSphere Server stack contains three main components as shown in Figure 4 .1: RFID devices, WebSphere Premises Server, and WebSphere Business Integration Server [15] .
4.2. Rifidi Edge Server. Rifidi Edge Server is an engine that connects the IoT components with people who use handheld and mobile devices, over the cloud. It is a complete RFID Middleware Platform with built-in integrated development tools to enable the development and deployment of customized RFID applications. The product is an open source alternative to popular RFID platforms such as IBM Premises Server and Microsoft Biztalk RFID. Built on the latest Java OSGI platform and integrated with powerful open source rules engine (Esper). Rifidi Edge has the ability to build complex applications that interact with the most popular RFID and sensor devices available in the market [43] .
The most fundamental functionality for Rifidi Edge Server is to gather data from sensors, and deliver them to middleware applications that use the data for processing and storing [42] . The server filters out all the noises and distorted signals that the sensors deliver to the middleware, which is an important factor in the RFID area in order to filter out all the undesired radio signals. Figure 4 .2 contains a high-level description of how data are collected and transferred through the edge server. Sensor and Reader Abstraction layer is the first module that received data from the sensors or any connected RFID component, which normally contains customized programming interfaces to interact with the custom sensors. While these components are normally hardware RFID readers, such as Alien 9800 and Symbol XR400. Data might also be produced by a legacy barcode reader, a database, or even another edge server.
As data are collected from the sensors, they are passed into a high-speed internal message queue system in order to be exchanged with other server components. The Application Layer Events (ALE) provides the system with an interface to collect and filter RFID data. Data collection according to ALE rules is achieved by using an event stream processor called Esper [42, 29] .
Conclusions and Future
Work. This article is intended as a survey for the latest available research in Cloud Computing, inventory management middleware servers, and RFID Identification and localization algorithms that can be used to automate an inventory that has a passive RFID infrastructure. As illustrated in Table 5 .1, several technologies that can be potential candidates to be used to automate an inventory system using cloud are summarized in this work. This article is a baseline for the system owners and implementers to locate inventory objects (or the Tagged objects) at runtime, without having to replace (or possibly reprogram) the passive RFID tags. Using the proposed algorithms, technologies allow the system owner to achieve the following:
• Automate the object localization, and remotely control the automation process using simple but efficient • Dynamically add or remove system resources, RFID objects from the network with having the need to modify the management or the tracking code.
• Implement a fault-tolerant system, which can detect hardware and software failures Based on the performed survey, there are several issues that can be addressed in order to provide reliable RFID based inventory system, such as automated library system. First, a hardware prototype as well as a simulation software are required, in order to capture all design specifications, including operating frequency, read range, noise factor, energy loss. The simulation results must be recorded and matched against the hardware implementation. Next, a chosen middleware need to be configured and integrated with the workbench in order to start the hardware integration with the RFID readers. New Command line interface must be developed to integrate the middleware server with the reader antennas. Initial simulation results proved that such system will be efficient and reliable for the purpose of automating inventories.
